Mnatexun. Onnata 6aHKOBCKOM KapTOM OHNauH

Hal caiT nogkmoYeH K MHTEPHET-3KBAMPUHTY, 1 Bbl MOXeTe onnatutb Ycnyry 6aHKOBCKOWM KapTow
Visa unun Mastercard. NMocne nogreepxaeHns BoibpaHHoro Toapa nMbo ycnyrn oTKkpoeTcs
3aLUMLLIEHHOE OKHO C MraTeXXHOW CTpaHuuen npoueccMHroBoro ueHtpa TipTop Pay, raoe Bam
HeobXxoaMmo BBeCTU AaHHble Baluer 6aHKoBCKOM KapThl. [ns 4ONONHUTENBHOW ayTeHTUmKaumm
aepxarens kapTbl ucnonb3yeTtcs npotokon 3-D Secure. Ecnu Baw baHk-aMuTeHT nogaepxmeaeT
AaHHy0 TexHonoruo, Bel OyaeTte nepeHanpaBneHbl Ha ero cepsep Ans NPOXoXKAeHWs
OONONHUTENbHOM naeHTudmkaumm. MIigpopmaumio o npaeunax u MeTogax AONOSTHUTENLHON
naeHTudmrkaumm ytodHanTe B baHke, BolgaBLiem Bam 6aHKOBCKyO KapTy.

Ycnyra oHnanH-onnaThl OCYLLECTBNAETCS B COOTBETCTBMU C NpaBunamu MexayHapoaHbIX nnaTexHbIX
cuctem Visa n MasterCard Ha npuHumMnax cobnogeHns koHdmaeHumansHocTK 1 6e3onacHoCcTH
COBEpLLEHUA NMnaTexa, Ans 3Toro NCMosb3yHTCA CaMble akTyarnbHble MeToAbl NPOBEPKMY,
LUMCPPOBaAHNSA 1 Nepeaaydn AaHHbIX MO 3aKpbITbiM KaHanam cessn. BBog AaHHbIX GaHKOBCKOW KapTbl
OCYLLECTBIISIETCS B 3aLLMLLIEHHOM OKHE Ha nriaTexxHon ctpaHuue TipTop Pay.

B nonsi Ha nnaTexHon cTpaHuue TpebyeTcst BBECTU HOMEpP KapThbl, MMS BriagernbLa kapTbl, CPOK
OENCTBMSA KapTbl, TPEX3HaYHbIN Kog 6e3onacHoctn (CVV2 ana VISA nnu CVC2 ana MasterCard). Bce
Heobxoanmble AaHHble 0TOBpaXkeHbl Ha NOBEPXHOCTU GAHKOBCKOWM KapThbl.

CVV2/ CVC2 — 310 Tpéx3HaYHbIN ko 6€30MacHOCTU, Haxo4ALLMNCca Ha OOOPOTHOM CTOPOHE KapThl.

[lanee B TOM e OKHe OTKpOeTCcs cTpaHuua Bawero 6aHka-amuTeHTa anst BBoga 3-D Secure koga. B
cry4yae, ecrnu y Bac He HaCTpPOeH cTaTh4HbIi 3-D Secure, oH ByaeT OTnpaBneH Ha BaLl HOMep
TenedoHa nocpeactsom SMS. Ecnum 3-D Secure kof k Bam He npuwien, To cnegyeT o6patuTcs B BaLw
BGaHK-aMUTEHT.

3-D Secure — 310 camasi coBpeMeHHas TexHorornsi obecneveHns 6e30nacHOCTM NnaTexen no
KapTam B ceTu UHTepHeT. [103BoNsieT 0AHO3HAYHO MAEHTUMULMPOBATL NOASIMHHOCTL AepXaTens
KapTbl, OCYLLECTBISALLEro onepaumto, 1 MakCUManbHO CHU3WUTb PUCK MOLLEHHUYECKUX onepauuii no
KapTe.

MapaHTK 6e3onacHocTH

MpoueccuHroBbin LeHTp TipTop Pay 3awmuiaeT n obpabaTeiBaeT AaHHble Balleli 6aHKoBCKoOM KapTbl
no ctaHgapTy 6esonacHoctn PCI DSS 3.0. MNepenaya nHdopmaumm B NNaTeXHbIN LWIH3 NPOUCXOANT
C NPYMEHeHMeM TexHosnormmn wndposanns SSL. JanebHerwas nepegada nHopmaLmm nponcxoanT
Mo 3aKpbITbIM 6GAHKOBCKMM CETAM, MMEOLLIMM HanBbICLLWIA YPOBEHb HaaexHoCTW. TipTop Pay He
nepegaeT gaHHble Baluern kapTbl HAM 1 MHBbIM TPETbUM Nnuam. [ns 4oNONHUTENBHON
ayTeHTudmKaumm gepxatensa kapTbl ucnonb3yeTtcst npotokon 3-D Secure.

B cniyyae, ecnn y Bac ecTb BOnNpochkl Mo coBepLUeHHOMY nnaTtexy, Bol moxeTe obpatutbea B Criykby
NoaAEPXKKM KITMEHTOB MaTEXHOro cepBumca Mo ANEKTPOHHOM noyTe support-kz@tiptoppay.inc.

Be3onacHOCTbL OHNanMH-NNaTexen


https://tiptoppay.kz/
https://tiptoppay.kz/
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https://tiptoppay.kz/

MpepocraBnsemasa Bamu nepcoHanbHasa uHdopmaums (Mvs, agpec, TenedoH, e-mail, Homep
KpeaoUTHON KapThbl) ABMSETCA KOHUAEHLMANbHOM U He NOANEXUT pasrnalleHnto. JaHHble Bawen
KpeaouTHOWN KapTbl NepegarnTcsi TONbLKO B 3alUngpoBaHHOM BMAE U HE COXpaHATCA Ha Hawem Web-
cepsepe.

BesonacHocTb 06paboTkun NHTepHeT-nnatexen rapaHTupyeT TOO «TipTop Pay Kazakhstan». Bce
onepauuu ¢ nnaTexHbIMU KapTaMy NPOUCXoaaT B cooTBETCTBMM ¢ TpeboaHusamun VISA International,
MasterCard v gpyrux nnatexHbslx cuctem. [Npu nepegave nHcopmMaLmm MCNosnb3yTes
crneumanmanpoBaHHble TEXHOMOrMK 6€30MacHOCTM KapTOYHBLIX OHMaNH-NNaTexen, oopaboTka AaHHbIX
BeaeTcs Ha 6e30MacHOM BbICOKOTEXHOMNOMMYHOM CepBepe NPOLECCUHIOBON KOMMaHWUN.

OnnaTa nnaTeXHbIMn KapTamu GesonacHa, NOTOMY Y4TO.

e Cuncrema aBTOpU3aLMM rapaHTUPYET NOKyNaTENto, YTO MIIAaTEXHbIE PEKBU3UTLI €r0 MMaTEXHON
KapTbl (Homep, cpok gencrtems, CVV2/CVC2) He nonaayT B pyKM MOLLUEHHUKOB, TaK Kak 3Tu
OaHHbIE He XpaHATCA Ha cepBepe aBTopU3aLMn U He MOTyT ObITb MOXMLLEHBI.

e [lokynaTtenb BBOOWUT CBOW NNaTeXHble AaHHbIE HEMOCPEACTBEHHO B CUCTEME aBTOpU3aLmm
TipTop Pay, a He Ha caliTe MHTepHeT-Mara3uHa, crneaoBaTeribHO, NITAaTEXHbIE PEKBUUTDI
KapTO4KM NokynaTens He ByayT OOCTYMNHbl TPETbUM MNMLaM.
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